NHOPOPMAIIMOHHAA ITAMATKA JJIAA OBYYAIOHIUXCA
JJIA PASMEIIEHUSA HA OPUITUAJIBHBIX MTHTEPHET-PECYPCAX

C KaXXAbIM I'OA0OM MOJIOACKHU B UHTCPHCTC CTAHOBUTBLCA 60J'IBHI6, a IMIKOJIbHUKH
OJHH N3 CaMbIX aKTHBHBIX MOJIb30BaTeIICH PYHeTa. MC)KI[y TEM, IIOMHUMO OI'pOMHOIO
KOJIM4YECTBA BOBMOX(HOCTeﬁ, HHTCPHET HCCCT U HpO6JICMBI. OTa mamsaTkKa JOJDKHA
IIOMOYb TeO€e Oe30I1acHO HaXOIHUTHCA B CCTU.

KomnbroTepHbie BUPYCHI

KoMmnbroTepHslii BUpPYC - 3TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX MPOrpamw,
OTIUYUTEIHHON 0COOEHHOCTHIO KOTOPOM SIBISETCS CIIOCOOHOCTh K pa3MHOXKEHHIO. B
JIOTIOJIHEHUE K 3TOMY, BUPYCBHl MOTYT ITOBPEAUTH WM IIOJHOCTBIO YHHUTOXXHUTH BCE
(daiinpl U JaHHBIE, MOAKOHTPOJBHBIE MOJB30BATEN0, OT MMEHH KOTOPOro Obuia
3alylieHa 3apak€HHas IporpaMma, a TaKKe MOBPEIUTh WM JaK€ YHUUYTOKUTH
ONEpPAalMOHHYI0 CUCTEMY CO BceMHU (aiijjamMu B 1eJOM. B OOJBIIMHCTBE Cly4yaes
pPacIpoCTPaHsIOTCS BUPYChI UEPE3 HHTEPHET.

MeToabl 3aIUThl OT BPEAOHOCHBIX IPOrPAMM:

1. Hcrnonb3yil COBPEMEHHBIE  ONEPALIMOHHBIE  CUCTEMBI, HWMEIOIINE
CEPbE3HBII YPOBEHB 3aIUThI OT BPEAOHOCHBIX TPOrPaAMM;

2. [locTosiHHO ycTaHaBnuBail mnadtu (UKU(POBBIE 3AIUIATKH, KOTOPHIE
ABTOMATUYECKH YCTAHABJIMBAIOTCA C LEIbI0 JOPA0OTKU MpPOTpaMMbl) U JApYyTHE
OOHOBJIEHUSI CBOEH oneparMoHHON cucTemMbl. CKauMBail X TOJBKO C O(UIIMATBHOTO
caifta pazpaborunka OC. Ecnu cymecTByeT pekuM aBTOMaTHYECKOro OOHOBJIEHMS,
BKJIFOYH €T0;

3. PaGoTaii Ha cBOeM KOMIBIOTEpPE IOJ] MpaBaMH TMOJIb30BATENsI, a HE
aJMUHUCTpATOpa. OTO HE TO3BOJUT OOJBIIMHCTBY BPEJOHOCHBIX MpPOrpaMm
MHCTaJUIMPOBATHCA HA TBOEM NEPCOHATILHOM KOMITBIOTEPE;

4. Hcnone3yii aHTUBUPYCHBIE TIPOTpaMMHBIE TPOAYKTHI H3BECTHBIX
MPOU3BOAUTEIIEH, C aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpanunub (HpU3NUECKUl JOCTYN K KOMIIBIOTEPY JIsl IOCTOPOHHUX JIULL;

6. Hcrnonp3yit BHENTHUE HOCUTEHN HH(POPMAIINH, TaKUE KaK (DIIerKa, TUCK

WK (paiia U3 UHTEpHETA, TOJIBKO U3 MPOBEPEHHBIX HCTOUHUKOB;

1. He oTkppiBail KoMMbIOTEpHBIE (DAilsibl, MOTYyYEHHBIE W3 HEHAJC)KHBIX
MCTOYHHKOB. Jlaxe Te (pailsibl, KOTOpble MpHCIIad TBOW 3HAKOMBIN. Jlydlie yTouHu y
HEro, OTHPABJISI JIK OH TeOE HX.



Cern WI-FI

Wi-Fi - 310 HE BUI mepenavd NaHHBIX, HE TEXHOJIOTHS, a BCEro JIMIIL OpeHI,
mapka. Eme B 1991 romy HunmepnaHiackas KOMIIaHUS 3aperducTpupoBaiia OpeHp
"WECA", uyto o6o3nauano crnoBocoderanue "Wireless Fidelity", xotopsrit
MEePEBOAMTCS Kak "OecpoBOAHAS TOYHOCTB .

Jlo Haiiero BpeMeHU joliia Apyras abOpeBuarypa, KoTopas sSBISETCS TaKoi ke
TexHosorue. Ito abopesuarypa "Wi-Fi". Takoe Ha3BaHue ObLIO JaHO C HAMEKOM
Ha CTaHJapT BbIcIIel 3BykoBoi TexHuku Hi- Fi, uTo B nmepeBojie 03HauaeT "BhICOKas
TOYHOCTB".

Jla, OecruiaTHBI MHTEPHET-IOCTYIl B Kade, OTEISIX U adporopTax SBISICTCS
OTJIMYHOW BO3MOKHOCTBIO BBIXOJIa B MHTEpHET. HO MHOTHE SKCIIEPTHI CUUTAIOT, YTO
obmenoctynusic Wi-Fi cetu He SBIsAIOTCS O€3011aCHBIMH.

CoBeTblI 10 0€30MaCHOCTH PA0OTHI B 00IIEIOCTYMHBIX ceTsax Wi-fi:

1. He nepenasaii cBoro TnyHyr0 uHMOpMAIUIO Yyepe3 o01Ie10cTynHbie Wi-
Fi cetn. Pabotast B HUX, KeJIaTebHO HE BBOAUTH MAPOJIM JIOCTYIIA, IOTUHBI U KaKHe-
TO HOMEDA;

2. Hcnonb3yil U OOHOBIIAM aHTUBUPYCHBIE MPOrpaMMbl M OpaHIMayep.
TeMm cambIM Thl 00€30MaCHUIIb ce0sI OT 3aKaUYKH BUpPYycCa Ha TBOE YCTPOMUCTRO;

3. [Ipu ucnonws3zoBanuu Wi-Fi otkmioun ¢yskiuito "OOmui 1ocTyn K
¢daiinam u npuntepam". JlaHHas QYHKIMA 3aKpbiTa IO yMOJIYaHUIO, OJIHAKO
HEKOTOpbIE TOJB30BATENIM aKTUBUPYIOT €€ JJisi y0O0CTBA MCIOJIB30BAHUS B padboTe
unu yueoe;

4, He wucnone3yii nyomumunsiii WI-FI nis nmepenaun JUYHBIX JTaHHBIX,
HaIrpuMep IS BEIXOJa B COIMAIIBHBIE CETH WIIA B DJICKTPOHHYIO MOYTY;

5. HNcnonb3yid ToNbKO 3amuineHHoe coenuHenune yepe3 HTTPS, a ne
HTTP, 1.e. mpu Habope BeOaapeca BBoau umeHHO "https://";

6. B moOunsHOM Tesedone orkmoun ¢yHkuutoo "llonkmodenne k Wi-Fi
aBToMarnuecku'. He nomyckail aBTOMaTHYECKOTO MOAKIIOUEHUS YCTPOMCTBA K CETAM
Wi-Fi 6e3 TBoero cormnacusi.

CoumnajgbHble CeTH

CoumasibHbIe CETH aKTHUBHO BXOJST B HAIIly *KU3Hb, MHOTHE JIFOJU PadbOTAIOT U
KUBYT TaM MOCTOsIHHO, a B Facebook yxe 3apeructpupoBan Musuimap| 4e10BeK, 4YTO
SIBIISIETCSI OJHOM CEObMOM BCEX JKHUTEJICH IuIaHeThl. MHOTrHe IIOJb30BaTElId HE
ITOHUMAIOT, YTO MH(pOpMAIHs, pa3MeIeHHAs MU B COIUAIIBHBIX CETSIX, MOXKET OBITh
HaiiJleHa W MCIOJIb30BaHa KEM YroJHO, B TOM 4YHCJIe HE 00s3aTelbHO C OJIarUMH
HAMEPEHUSIMH.



OcHoOBHEBIE COBETHI 10 0€30IaCHOCTH B COIMAJIBHBIX CCTAX!

1. OrpaHudb CHOUCOK JApy3er. Y TeOs B Jpy3bsiX HE JOJKHO OBITH
CIIyYaWHBIX U HE3HAKOMBIX JIFOJEH;
2. 3amuinail cBOIO YacTHYIO KHu3Hb. He ykasbiBail maposu, TenedOHBI,

azpeca, 1aTy TBOETO POXKJICHUS U APYTYIO JINYHYI0 HH(pOopMaLnio. 310yMbIIIIEHHUKA
MOTYT HCIOJb30BaTh JAake HWH(GOPMALKMIO O TOM, KaK Thl M TBOU POJIUTENU
IUTAHUPYETE MIPOBECTU KaHUKYIIBI;

3. 3amumiai CBOK pemyTaluio - JIepKM €€ B YHUCTOTE U 3a/JaBail cede
BOIIPOC: XOTEN OBl ThI, YTOOBI APYTUe TMOIH30BATEIHN BHJIEIU, YTO ThI 3arpy’Kaelib?
[Toxymaid, mpexxae yeM 4yTo-TO OMyOJIMKOBATh, HAUCATH U 3arPy3HTh;

4. Ecnu TbI rOBOpHIIE C JTIOABMH, KOTOPBIX HE 3HACIIb, HE UCIIONb3YH CBOE
peaibHOE UMS M JAPYTYI0 JUYHYI0 HHQOpPMAIMH: UMS, MECTO JKHTEIhCTBA, MECTO
yueObl U Ipovee;

S. N30erait pazmenenus pororpaduii B MIHTepHETE, r/ie Thl H300paKeH Ha
MECTHOCTH, 10 KOTOPOW MOKHO OIPENIEIUTh TBOE MECTOIOJIOKEHHE;

6. [Tpu perucrpanuu B COLHUAIBHON CETH HEOOXOAMMO HCIOJIb30BATh
CJIO’KHBIE MApOJIU, COCTOSIIIME U3 OYKB U LU(P U C KOJIMYECTBOM 3HAKOB HE MeHee &;

7. JUia  colMalbHOM ceTH, NOYThl W JAPYTUX CalTOB HEOOXOJUMO
UCTOJIb30BaTh pa3Hble maposid. Toraa eciu TeOs B3JIOMAIOT, TO 3J0YMBIIIJICHHUKU
HOJIy4at JOCTYI TOJBKO K OJTHOMY MECTY, a HE BO BCE Cpa3y.

JJIEeKTPOHHBbIE IeHbI'H

DNEeKTPOHHBIE JEHBIM - 3TO OYEHb YAOOHBIM CHOCOO TIJIaTeXKeH, OJIHAKO
CYLIECTBYIOT MOIIEHHUKH, KOTOPBIE XOTAT MOJYUYUTh 3TH JEHBIU.

DJNEeKTPOHHBIE JEHbIU MOSIBUJIMCH COBCEM HENABHO M MMEHHO M3-3a 3TOrO BO
MHOTHX TOCYAApCTBax JI0 CUX TOP HE MPOIMUCAHO MPO HUX B 3aKOHAX.

B Poccun ke oHr QYHKIIMOHUPYIOT U O HUX YK€ MPOMHUCAHO B 3aKOHE, TJIe UX
pa3IeNaioT Ha HECKOIBKO BUIOB - aHOHUMHBIE 1 HE aHOHUMHBIC. Pa3Huiia B ToM, 9TO
aHOHMMHBIE - OTO T€, B KOTOPBIX pa3pemaercs MPOBOAUTH OMepanun 0e3
UACHTU(DUKAIIMY TOJIb30BaTElNd, a B HEAHOHUMHBIX HACHTU(UKALNS MOIb30BaTEs
ABJIsIETCS 0053aTEIBHOM.

Taxxe crnenyer pasnuyarh SJIEKTPOHHbIE  (UATHBIE JEHbIM  (paBHBI
rOCy/lapCTBEHHBIM BaJIOTaM) M JJEKTPOHHbIE He(pHUATHbIE [EHbIM (HE paBHBI
rOCyIapCTBEHHBIM BaTIOTaM).

OcHOBHBIE COBETHI IO 0€30MacHON padOTE C NEKTPOHHBIMU JIEHbAMU:

1. [IpuBsku K cyeTy MOOWIbHBIN TenedoH. DTo caMblil yJOOHBIH H
OBICTPBII C1IOCO0 BOCCTAHOBUTH JOCTYI K cyeTy. [IpuBsi3aHHbIN TenedOH MOMOXKET,
ecnu 3a0yJenib CBOW TUIATEXKHBIA Mapoibh WM 3aliellb Ha CalT C HE3HAKOMOTO
YCTPOUCTBA;



2. Mcnons3yil 0HOpa30BbIe mapoiu. Ilocie mepexoma Ha YCHUIECHHYIO
aBTOpH3AIMI0 TeOe yKe He OydeT yrpoXkaTh OIAaCHOCTh KPaKd WJIM IepexBara
IJIATEIKHOTO TapOJIs;

3. BriOepu CIIOXKHBIA maposib. IIpecTynHuKaM OyAeT He MPOCTO yraaarh
CIIOKHBIN 1apoJib. HaexHble mapoiy - 9TO MapoJik, KOTOPhIE COJEpKaT He MeHee 8
3HAKOB U BKIIOYAIOT B Ce€0sl CTPOYUHBIE M IPONMCHBIE OYKBBI, HUQPLI U HECKOJIBKO
CHMBOJIOB, TaKM€ Kak 3HAK Jojuiapa, (yHTa, BOCKJIMIATENbHBIA 3HAK M T.IL
Hanpumep, $tROng!;;

4, He BBOIM CBOM JIMYHBIE JaHHbIE HA CAMTaX, KOTOPHIM HE JOBEPSEILb.

JJIeKTPOHHAs MOYTA

DNeKTpOHHAsi MOYTa - 3TO TEXHOJOTWsS MU MPEJOCTABISIEMBIE €H0 YCIYTH IO
MEPECHUIKE M TOJYYECHHIO AJIEKTPOHHBIX COOOILEHHUH, KOTOPBIE PACHpENeisIOTCs B
KOMIBIOTEpHOU ceTh. (OOBIMHO AJIEKTPOHHBIM MOYTOBBIA  SIIIUK  BBITJISUT
CJIEIYIOIUM 00pa3oM: MM _IOJIb30BaTEsI(@UMs_JoMeHa. Takxke Kpome mnepeaadu
IIPOCTOTO TEKCTa, UMEETCS BO3MOXKHOCTD MepeaBaTh (pailiibl.

OCHOBHBIE COBETHI 110 OE30IMaCHOM pabOTe C IEKTPOHHOM MOUTOM:

1. Hano BhIOpaTh NpaBWIIbHBIA TMOYTOBBIA CEpBUC. B HHTEpHETE €CTh
OTPOMHBIN BBIOOpP OECIIATHBIX MOYTOBBIX CEPBHCOB, OJJHAKO JIydlle TIOBEPATH TEM,
KOTO 3HA€IIb U KTO NIEPBBIN B PEUTUHIE;

2. He yxa3piBail B JMYHOM mouTe JM4yHyr WH(popmanuio. Hampumep,
ay4uie BeIOpaTh "My3biKanbHbll  (haHat@" wim "pok2013" Bmecto "temal3";

3. Hcrnonb3yil JBYX3TalHYI0 aBTOPHU3ALMI0. JTO KOrjga IOMHMO IapoJIs
HY>KHO BBOJUTH KOJI, MpUChUIaeMbIi o SMS;

4, Bri6epu cioxHbIM mapodb. s KakJIoro MOYTOBOTO SITUKA JTOJHKEH
OBITh CBOM HAJEKHBIN, yCTOMYUBBII K B3JIOMY M1apOJib;

S. Ecam ecTp BO3MOXHOCTh HamuMcaTb CaMOMY CBOW JIMYHBIM BOIIPOC,
WCMOJIb3YH 3TY BO3MOYKHOCT;

6. Hcnonp3yii HECKOJIBKO TMOYTOBBIX SIIMKOB. IlepBbId I 4acTHOM
MEPENUCKHA C agpecaraMH, KOTOPBIM Thl JOBEpSEIIb. JTO 3JEKTPOHHBINA aIpec HE
HaJ0 UCTOJIb30BaTh MPU PETUCTPALIMU Ha PopyMax U calTax;

7. He otkpeiBaii (aiisiel 1 Apyrue BIOKEHUS B MUCHhMax, JaXkKe €CJIM OHU
IOPUIUIM OT TBOMX Jpy3eil. Jlyuiie yTouHM y HUX, OTHPABISUIM JIM OHU TeOe 3TU
(aiinsi;

8. [locne oxoHyaHusi paOOThl Ha MOYTOBOM CEPBUCE NEPEN 3aKPBITUEM

BKJIQJKU C CAaUTOM He 3a0y1b HakaTh Ha "BeiATh".

KuoepOyjmHr ujim BUPTyaJbHOE U3/1€BATEIbCTBO



KubepOymumiHr - mpecieaoBaHue COOOIICHUSIMH, COJIEPIKAIIMMHU OCKOPOJICHHS,
arpeccHio, 3allyruBaHue; XYJIUTaHCTBO; COLMAIbHOE OOWKOTMPOBAHUE C MOMOUIBIO
Pa3IMYHbIX UHTEPHET-CEPBUCOB.

OcHoBHBbIE cOBeTHI 110 00pbOe ¢ KNOEpPOYVINHIOM:

1. He Opocaiics B 60it. Jlyummii croco6: mocoBeTOBaThCS Kak ceOsl BeCTU
U, €CJIM HET TOro, K KOMYy MOXHO OOpaTUThCS, TO BHadalleé YCIOKOUThCA. Ecau Th
HayHEUIb OTBEYaTh OCKOPOJIEHUSMU Ha OCKOpPOJIEHMs, TO TOJBKO emie Ooublie
pa30XIKeIb KOH(PIIUKT;

2. VYrpapisiit cBoel KubeppenyTaimei;

3. AHOHMMHOCTB B ceTHM MHHUMas. CylIecTBYIOT CIIOCOOBI BBISICHUTbH, KTO
CTOUT 32 aHOHUMHBIM aKKayHTOM;

4, He ctouT BecTu XynuraHckuii oOpa3 BUPTyaslbHOHM >ku3HH. VHTEpHET
(¢uKcUpyeT Bc€ TBOM JACHCTBUS M COXpaHSIET HUX. YJalnuThb UX OyAeT KpaiiHe

3aTpyAHHUTEIIBHO;
5. Co0uroail CBOIO BUPTYaJIbHYIO YECTh CMOJIONY;
6. Urnopupyii eauHuuHbld HeratuB. (OJHOpPA30BbIE OCKOPOUTEIHHBIC

COOOIIeHUS JTydllle UTHOPUPOBaTh. OOBIUHO arpeccus MpeKpaliacTcss Ha HadalbHOU
CTaJuu;

1. ban arpeccopa. B mporpamMmmax oOMeHa MTHOBEHHBIMU COOOIIICHUSIMU, B
COIIMAJIbHBIX CETSAX €CThb BO3MOXXHOCTh OJIOKUPOBKH OTHPaBKH COOOIIECHUM C
ONpEIEIEHHBIX aPECOB;

8. Ecnu Tb1 cBumerens kubepOysimHra. TBou JIEHCTBHSI: BBICTYNHTD
MIPOTUB MPECIIeIOBATENS, TOKa3aTh €My, UTO €ro JEUCTBUSI OLIEHUBAIOTCSI HETATHUBHO,
MoJJIepKaTh KEPTBY, KOTOPOW HYXKHA TIICHXOJOTHYECKas TIOMOIIb, COOOIIHUTH
B3pOCIBIM O (PaKTE€ arpeCCUBHOTO MOBEACHUS B CETH.

MooOuibHbIN TesaedoH

CoBpemeHHbIe cMapT(POHBI U TUTAHIIETHI COJIEPXKAT B ceOE BIOJHE B3POCIHBIM
(GyHKIMOHAN, ¥ TeNepb OHM MOTYT KOHKYpPHpPOBaTh CO CTallMOHAPHBIMU
KoMrbtoTepamMu. OIHAKO, CPEACTB 3AIIUTHI JJIsi TMOJOOHBIX YCTPONCTB MOKAa OYEHD
Maiio. TecTupoBaHUE M MOUCK YSI3BUMOCTEN B HUX MPOUCXOAUT HE TAK MHTEHCHUBHO,
kak ais [1K, To e camoe kacaeTcsi 1 MOOMJIbHBIX MTPUIIOKEHUH.

CoBpemeHHbIe MOOWIIbHBIE Opay3ephl YK€ MPAKTUYECKH JIOTHAIM HACTOJIbHBIC
aHaJIOTH, OJIHAKO paciivpeHue QyHKIIMOHaIa BJIeUeT 32 COOO0M OOJIBIIYIO CI0KHOCTh
Y MEHBIIYIO 3allUIIEHHOCTD.

Jlaneko He BCE MPOU3BOJIUTEIN BBIMYCKAIOT OOHOBIIEHUS, 3aKPHIBAIOIIHEC
KPUTHUYECKHE YS3BUMOCTH I CBOMX YCTPOMCTB.

OcCHOBHBIE COBETHI J1 0€301IaCHOCTH MOOUIILHOTO TesedoHa:



Huuero He sBisercss mo-HacTosleMy OecIUlaTHbIM. Bynb OCTOpOXKEH, Belb
Korjaa Tebe mpeasaratoT OecrjaTHbIM KOHTEHT, B HEM MOTYT OBITh CKPBIThI KaKHe-TO
IJIaTHBIE YCITYTH;

Hymaii, mpexe ueM otrpaButb SMS, ¢poto uinu Buaeo. Thl TOUHO 3HAEHIb, TI€
OHM OyIyT B KOHEYHOM HTOrE?

Heo6xoammo 0OHOBIIATH OMIEPAITMOHHYIO CHCTEMY TBOETO CMapThOHa;

Hcronp3yit aHTUBUPYCHBIE TIPOTPAMMBI JTsI MOOMJIBHBIX TEIC(POHOB;

He 3arpyxaili mpuiio)K€HUsT OT HEU3BECTHOTO HCTOYHUKA, BEAb OHU MOTYT
coJiepKaTh BPEIOHOCHOE MPOTrpaMMHOE 00eCIICUEHUE;

[Tocne Toro kak Thl BBIMJEIIb C CaifTa, Ti€ BBOJAWI JIMYHYIO HHGOpPMAIIHIO,
3aiiiu B HaCTpOMKM Opay3epa u yaainu cookies;

[lepuoguuecku mpoBepsii, KakWe IUIATHBIC YCIYTM aKTUBUPOBAHBI Ha TBOEM
HOMEDE;

JlaBaii cBoii HOMep MOOMJIBHOTO Teie()OHa TOIBKO JIFOASM, KOTOPBIX Thl 3HACIIIb
1 KOMY JIOBEpsICIlIb;

Bluetooth nomken ObITh BBIKITIOUEH, KOT/Ia Th UM HE ToJib3yemibes. He 3a0biBait
MHOT/Ia IPOBEPSTH 3TO.

Online urpsi

CoBpeMeHHbIE OHJIAWH-UTPHI - 3TO KPACOUYHBIC, 3aXBATHIBAIOIINE PAa3BICUCHUS,
O00BEIMHAIONINE COTHHU THICAY YEIOBEK MO BceMy MHpPY. UTpoku nucciaenyoT qTaHHBINA
UM MHp, 00IIAIOTCA APYT C APYTOM, BBIMONHSIOT 3a/IaHusl, CPAKAIOTCS C MOHCTPaMH
U TIOJYYaroT OMNbIT. 3a yIOBOJIbCTBUE OHHU IUIATAT: MOKYMAlOT IUCK, OIUIAYUBAIOT
a0OHEMEHT WJTU PUOOPETAIOT KAKHE-TO OTIIHH.

Bce atu cpenctBa uayT Ha mojjAep:KaHUE U Pa3sBUTHE UIPbI, a TAKXKE HA caMy
0€30MacHOCTh: COBEPIICHCTBYIOTCSI CHCTEMbI aBTOPH3AIIMH, BBHIMTYCKAIOTCS HOBBIC
naTyu (LUQPpPOBbIE 3aIJIATKU ISl IPOTPaMM), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B mogo6HBIX Urpax CTOUT omacaThCsl HE CTOJBKO CBOMX COIMEPHHUKOB, CKOJBKO
Kpa)XH TBOETO TapoJisi, Ha KOTOPOM OCHOBAaHA CHCTEMa aBTOPH3AIMH OOJBIIMHCTBA
urp.

OcHoBHbBIE cOBETHI 10 0€30IACHOCTH TBOET0 UTPOBOI0 AKKAYHTA:

Ecau npyroit urpok Bemer cebs TUIOXO WM co37aeT TeOe HENpUITHOCTH,
3a0JIOKUPYH €ro B CIUCKE UTPOKOB;

2. [Toxanylics agMHUHUCTpATOpaM WIPHl Ha INIOXO€ IMOBEIECHUE ITOTO
UTPOKA, KENATENBHO NMPUIIOKUTh KaKHE-TO JOKA3aTEIbCTBA B BUJIE CKPUHOB;

3. He yxa3biBail TuuHyo nHpoOpMaIMio B mpodaiisie urpsl;

4, YBaxal Apyrux y4aCTHUKOB I10 UIDE;

5. He ycranaBnuBaii HeopuIuanbHbIC TATIYN U MOJIBI,

6. Hcnonb3yl CIIO)KHBIE U pa3HbIE MAPOJIH;

1. Jlaxxe BO BpemMs WUIPbl HE CTOUT OTKJIKOYATh aHTUBUpPYC. lloka TbI

UTrpaellb, TBOM KOMIBIOTEP MOTYT 3aPa3UTh.



@OUIIMHT WM KPaKa JUYHBIX JAHHBIX

OOBIYHOM KpaXel IeHer U IOKyMEHTOB CErOJIHS YK€ HUKOI'O HE yIMBHILb, HO C
pa3BUTHUEM MHTEPHET- TEXHOJIOTUH 3JI0YMBIIIJIEHHUKY EPEMECTUIINCH B UHTEPHET, U
IIPOJIOHKAIOT 3aHUMATHCS " TFOOUMBIM" JICIIOM.

Tak mosiBUIach HOBas yrpos3a: HWHTEPHET-MOIICHHUYECTBA WU (DUIIHHT,
rJIaBHas 1€Jb KOTOPOTrO COCTOMT B MOJYYEHUH KOH(PHUICHIHAIBHBIX JTaHHBIX
MOJIb30BaTeNeH - JTOrMHOB U maposiei. Ha anrnmiickom si3bike phishing unrtaercs xak
¢ummHr (ot fishing - peiOHas 10BIIs, paSSWOrd - maposs).

OcHOBHBIE COBeTHI IO 0OPBHOE C PUILINHIOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu Tl oi03peBaeliib, YTO TBOSI aHKETA
ObL1a B3JIOMaHa, TO HEOOXOAUMO 3a0JIOKUPOBATH €€ U COOOUIUTh aIMUHUCTPATOPaM
pecypca 06 3TOM Kak MOKHO CKOpee;

2. Hcnonb3yii 6e3onacHbie BEO-CalThl, B TOM YUCJIE, MHTEPHET-MAara3uHoB
Y TIOMCKOBBIX CUCTEM;

3. Hcnonb3yil ClHOXKHBIE W pa3Hble Maposid. TakuM oOpa3om, eciu TeOs
B3JIOMAlOT, TO 3JIOYyMBINUICHHUKH IIOJy4YaT JOCTYI TOJBKO K OJHOMY TBOEMY
npOo(UIIO B CETH, @ HE KO BCEM;

4. Ecin 1ebs B3710Manu, TO HEOOXOAMMO MPEAYNPEIUTh BCEX CBOUX
3HAKOMBIX, KOTOpbIE 100aBieHbl y T€OS B APY3bSIX, O TOM, YTO T€OS B3JIIOMAIM H,
BO3MOYKHO, OT TBOETO MMEHHU OYJET pacchulaThCs CllaM M CChUIKM Ha (DUILIMHIOBBIC

CallThI;
d. VYcranoBu HaaexHbIN napodib (PINe) Ha MOOMIBHBIN TenedoH;
6. OTkJTI0YM cCOXpaHEHue Napodisi B Opaysepe;
7. He otkpeiBaii (aiisiel 1 Apyrue BIOKEHUS B MUCHhMAaX, JaXkKe €CJIM OHU

IOPUIUIM OT TBOUX Jpy3eil. Jlyuiie yTouHM y HUX, OTHPABISUIM JIM OHU TeOe 3TU
(baisl.

Hu¢posas penyrauus

[udporas pernyranus - ’TO HEraTUBHAS WM MTO3UTUBHAS MH(OPMALIKS B CETH O
tebe. Kommpomerupyromiass uHpopMainus, pa3MelieHHas B WHTEPHETE, MOXKET
CephE3HBIM 00pa30M OTPa3UThCS Ha TBOEH peasibHOM *u3HHU. "L{udposas penyramms"
- 3TO TBOM UMHJIXK, KOTOPBIN (popMupyercst u3 uHhopmaim o Tede B MHTEPHETE.

TBoe MecTO KUTEIhCTBA, y4eObl, TBOE (PUHAHCOBOE TOJIOKEHHE, OCOOEHHOCTH
XapakTepa U pacckasbl 0 OJIM3KUX - BCE 3TO HAKAIIJIMBAETCS B CETH.

MHorue mOAPOCTKH JIETKOMBICIICHHO OTHOCSATCS K MYyOJUKAIMd JTUYHOM
nHpopmaruu B MHTEepHETE, HE MOHMMAs BO3MOXHBIX TMOCHEACTBUM. Thl Jaxe He
CMOJXKEIIIb JIOTaaThcss O TOM, 4To (oTorpadus, pa3MelleHHas 5 JeT Hazaj, cTajia
MPUYMHON OTKa3a MPUHATH Te0s Ha padoTy.

KommenTapuu, pazmenienne TBoux ¢Gotorpaduii U Apyrue IeHCTBHUS MOTYT HE
HCUYE3HYTh JaXe MOCIEe TOro, KaK Thl UX YJadullb. Thl HE 3HACIIb, KTO COXPAHUI 3Ty
nHpopmaluio, monaja JM OHa B TMOMCKOBBIE CHUCTEMbl M COXpaHWJIACh JU OHA, a



TJIaBHOE: YTO MOAYMAIOT O TeOe OKpYKarolIue J01, KOTOpbIe HAWAYT U_YyBUJIAT 3TO.
Halitu wuHpopManuio MHOro JE€T CHIYCTS CMOXET JII0OOM - Kak M3 J0OpbIX
noOyXI€HHUM, TaK U C HAMEPEHUEM TPUUYUHUTD BPEJl. ITO MOXKET OBITh KTO YTOAHO.

OcHOBHBIC COBETHI MO 3aMIUTe HUGPOBOH penmyTANNH:

1. [Tomymaii, mpexae yeM YTO-TO MyOJIMKOBAaTh U TMeEpeaaBaTh y ceds B
0Jiore WIIM B COIMAIIBHOM CETH;

2. B mactpoiikax mpodunas ycTaHOBH OTpaHMYEHHUS HA TMPOCMOTP TBOETO
poduiIs U ero CoAePKUMOTO0, ciejal ero ToabKo "mist npyseit"”;

3. He pa3memaii u He yka3piBail HH(MOpMAIIIIO, KOTOPast MOKET KOro-JIn0o
OCKOPOJISATH WK 00MXaTh. ABTOPCKOE ITPaBo

CoBpeMeHHbIE  TIKOJBHUKMA -  aKTUBHBIE  IOJb30BaTend  IU(POBOTO
npoctpaHcTBa. OJHAKO JaJeKO HE BCE 3HAIOT, YTO IMOJb30BAHUE MHOTUMU
BO3MOXKHOCTSIMH ~ IIMPpoBOro  mmpa  TpedyeT  CcoOMIoleHHs  TpaB  Ha
MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepmMuH "WHTEUIEKTyalibHasi COOCTBEHHOCTH' OTHOCUTCSI K  Pa3IMYHBIM
TBOPEHUSAM 4YEJIIOBEYECKOTO yMa, HAayuHas C HOBBIX H300peTEeHUl M 3HAKOB,
0003HAYAIOIINUX COOCTBEHHOCTh Ha MPOAYKTHI U YCIYI'M, W 3aKaHYMBas KHUTaMH,
¢dotorpadusaMu, KHHOPUIBMAaMU U MY3bIKaJIbHBIMU ITPOU3BEACHUSIMHU.

ABTOpCKHMe NpaBa - 3TO MpaBa Ha MHTEIUIEKTyaJlbHYI0 COOCTBEHHOCTh Ha
MIPOU3BEJCHUSI HAYKH, JIUTEPATypbl U HCKycCTBAa. ABTOPCKHE MpaBa BBICTYNAIOT B
KaueCcTBE rapaHTUU TOr0, YTO MHTEJIEKTYaJbHBII/TBOPUECKUI TPy aBTOpa HE OyAeT
HAIPAaCcHbIM, JTaCT €My CIIpaBeAJIMBbIE BO3MOYKHOCTH 3apaboTaTh Ha pe3yjbTaTax
CBOETO TpyZa, NOJYy4YUTh U3BECTHOCTh U Npu3HaHue. Hukro 6e3 pasperieHus aBropa
HE MOXET BOCHPOU3BOJUTH €ro IMpPOU3BEACHUE, pPACIpPOCTPaHATh, IYOJIUYHO
JE€MOHCTPUPOBaTh, MpOJAaBaTh, HMMIIOPTHPOBATH, IYCKaThb B MPOKaT, MyOJIUYHO
UCIIOJIHSTh, OKa3bIBATh/UCIIONHATE B 3dupe win pa3Mmewiats B UHTepHeTe.

Hcnonb3oBanue "mupaTckoro’ mporpaMMHOTO 00€CTIEUEHHSI MOKET IPUBECTH K
MHOTMM pPHUCKaM: OT MOTEPU JAHHBIX K TBOUM aKKayHTam A0 OJOKUPOBKH TBOETO
YCTpOICTBa, I/Ie yCTAaHOBJIEHA HejeraiabHas nporpamma. He crout taxke 3a0bIBaTh,
YTO CYIIECTBYIOT JieTajbHble U O€CIIaTHbIE MPOrPaMMbl, KOTOPbIE MOKHO HalTH B
CETH.

O noprane

CereBU4OK.p( - TBOW IJIaBHBII COBETYHK B CETH. 3JI€Ch Thl MOXKEIb Y3HATh O
0€e30MacCHOCTH B CETU MOHSATHBIM W JOCTYHNHBIM SI3bIKOM, a NPU BO3HUKHOBEHUU
KPUTUYECKOM CHUTyallud OOpaTUThCA 3a COBETOM. A TakKe MPUHATH ydacTHE B
KOHKYpCax M CTaTh CaMbIM IIU(PPOBBIM IpaskJaHUHOM !



